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Part One: Software Contracts 
in General
General information and the review process
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Software Contracts
Also known as:

• Terms of Service
• Terms of Use
• Conditions of Use
• Subscription Agreement
• Master Subscription Agreements
• Click Through Agreements
• End User License Agreements (EULA)
• Software as a Service (SaaS)
• Etc.
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No Minnesota State Standard 
Contract Template 
This means:

• Software contracts will always be vendor paper
 Therefore, all software contracts will require legal

review pursuant to Board Policy 5.14
• “Any contracts or other legally binding agreements, including

grant agreements, or memorandums of
understanding/agreement that create legally binding
obligations and responsibilities, that do not adhere to system
approved contract templates must be approved in advance by
the Office of General Counsel or Attorney General’s Office.”

• Do not fill out a Service/PT standard contract
template for software
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System IT 
Security 
Review

System 
Legal 

Review

Software Contract Review Process
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All Software Contracts Go Through at 
Least Two Types of Review
• IT Security Review
 System Office IT Security

• risk-assessment@minnstate.edu

• Legal Review
 Office of General Counsel
 Attorney General’s Office

mailto:risk-assessment@minnstate.edu
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Review Always Happens in This Order

1. System IT Security Review
• risk-assessment@minnstate.edu

2. System Legal Review
• Be sure to include the email from System IT

Security with their recommendations when
sending for legal review.

mailto:risk-assessment@minnstate.edu
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What You Will Need to Get Your 
Software Contract Reviewed
• All relevant documents that need review in Word

format (e.g. Terms of Use, Privacy Policy, Order Form,
etc.)

• Completed software contract review questionnaire
 Needs to be filled out by the individual at the System

Office/College/University who is requesting the product
and/or has knowledge about the product. It should not be
filled out by the vendor. We want to know how you will
use the product which may be different than what the
vendor created the product for.

 Can be found here:
• https://www.minnstate.edu/system/ogc/contracts.html

https://www.minnstate.edu/system/ogc/contracts.html
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• Office of General Counsel’s Contracts Webpage
 Software Contract Review Questionnaire
 March 11, 2021 webinar “Special Considerations for

Software Contracts”
 Contacts for Contracts
 Checklist for Contract Creation

• System Office IT Security
 risk-assessment@minnstate.edu

Software Contract Resources

https://minnstate.edu/system/ogc/contracts.html
https://www.minnstate.edu/security/riskassessment
https://minnstate.edu/system/ogc/docs/webinars/20210311SoftwareContractsPP.pdf
https://mnscu.sharepoint.com/sites/connect/Resources/Contacts%20for%20Contracts.pdf
https://mnscu.sharepoint.com/sites/connect/Resources/Checklist%20for%20Contract%20Creation.pdf
mailto:risk-assessment@minnstate.edu
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Part Two: What Is The 
Minnesota State Software 
Contract Addendum?
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Why do we need a Software 
Addendum?
• Software companies will usually insist on using 

their own terms and conditions.
• Software companies can be difficult to 

negotiate with.
• Software companies use practices like 

“Clickwrapping” to force terms and 
conditions. 

• There are certain contract terms we cannot 
agree to by law.
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Unknown Costs Prohibited

• Minn. Const. art. XI, § 1 and Minn. Stat. §§
16A.138 and 16A.15 Subd.3 – The State cannot 
agree to pay an amount it cannot encumber for.  

• This means the Colleges and Universities cannot 
agree to:
 Indemnify a company
 Pay a company’s legal or collection fees
 Pay any other obligation the College or University 

cannot encumber costs for.
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Litigation Determinations in Advance 
of a Dispute Prohibited
• Minn. Stat. § 8.06 gives the Attorney General’s 

Office the exclusive ability to litigate on behalf 
of the State.

• This means we cannot agree to:
 Arbitration and other ADR clauses
 Waive legal rights such as trial by jury
 Make other litigation determinations in advance 

of a dispute.
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Additional Prohibited Terms

• We cannot agree to automatic renewals 
beyond five (5) years without VC-CFO 
approval.

• We must maintain direct control over student 
data.

• We do not agree to non-solicitation and non-
compete clauses.

• We are tax-exempt.
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Required Terms

• Software contracts require a reference to 
Minn. Stat. § 13.05 subd. 11.

• Software contracts involving student data 
require a reference to FERPA.

• Choice of law and forum in Minnesota 
(although silence may be acceptable).
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One-Sided Software Terms

• Limitation or waiver of 
liability

• No intellectual 
property infringement 
remedies

• No insurance
• No warranties

• Vendor can unilaterally 
amend

• No PCI Standard 
language

• No security or data 
breach language

• Grant of exclusivity
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Part Three: When and How to 
Use the Minnesota State 
Software Contract Addendum
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Where Does the Addendum Fit in the 
Review Process?

System IT 
Security Review

System Legal 
Review

Use Software 
Addendum*

*The Minnesota State Software Addendum can only be used if all three conditions are met: 
(1) IT Security and the person with delegation of authority determined low risk regarding private data; 
(2) the software is off the shelf and does not requiring customization or integration with ISRS; and  
(3) the contract value is less than $10,000. 

If any changes are made to the addendum submit for legal review.

OR
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Step One
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The First Step With All Software 
Contracts
• Complete the Software Contract Review 

Questionnaire. 
 The Software Contract Review Questionnaire can 

be found on the Office of General Counsel’s 
Contracts webpage. 

https://minnstate.edu/system/ogc/contracts.html
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Determine: Is the Addendum 
Appropriate?
• After System Office IT Security has completed 

their review, you can determine if the addendum 
is appropriate to use. The following criteria must 
be met to use the addendum:
1. System IT Security and the person with delegation of 

authority have determined there is low risk 
regarding private data; and

2. The software is “off the shelf,” and does not require 
customization or integration with ISRS; and

3. The contract value is less than $10,000.
• If any of the above three criteria are not met the 

contract needs to be sent to system legal counsel 
for legal review.
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Must Meet All Three
O

ne • System IT 
Security and
the person 
with 
delegation of 
authority have 
determined 
there is low 
risk regarding 
private data

Tw
o • The software 

is “off the 
shelf,” and 
does not 
require 
customization 
or integration 
with ISRS

Th
re

e • The contract 
value is less 
than $10,000

If any of the three above are not met send to system legal counsel for legal 
review.
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Step Two
If all three criteria in step one are met you can move forward 
with step two.  If all three criteria are not met send your 
contract the system legal counsel for review.
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Use the Correct Version of the 
Addendum
• We update the Addendum periodically, so 

make sure you are using the most up to data 
version.

• You can find the Addendum on the Office of 
General Counsel’s webpage. 

• Do use a copy of the Addendum saved to your 
computer/cloud drive.  Download the most 
recent version every time.

https://minnstate.edu/system/ogc/contracts.html
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Step Three 
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Fill in the Addendum

• Full name of the software contract (e.g. Acme 
Widget Works Terms of Use)

• Name of your College or University
• Full name of the software company (e.g. Acme 

Global Software Solutions, LLC)
• Fill in the Signature Block
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What You Fill In
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Example 1: How to Fill in Addendum
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Example 1: How It Should Look When 
It’s Filled In
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Example 2: How to Fill In Addendum
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Example 2: How It Should Look When 
It’s Filled In
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Step Four
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Present the Addendum to the 
Software Vendor
• If the vendor agrees to sign the addendum 

without making any changes to it, you can 
move forward with the signature process.  

 Remember: Both the vendor and the college/university 
must sign the addendum and the vendor’s terms.

• If the vendor wants to make changes to the 
addendum or refuses to sign it at all move on 
to Step 5.
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Step Five
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Negotiate the Addendum

• Vendors may push back on certain terms of 
the addendum.

• This is not unusual.
• If a vendor requests edits, please contact the 

Office of General Counsel to determine if the 
College or University can accept the edits, or if 
it needs to negotiate the Addendum further.
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Vendor Refuses the Addendum

• System Legal review is required
 The Office of General Counsel or the Attorney 

General’s Office will review the vendor’s standard 
terms. 

• The OGC or the AGO will create a redline or a custom 
addendum

OR
• If the terms are acceptable, the College or University 

may sign the terms as-is.  This very rarely happens with 
software contracts.
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Vendor Stonewalls and Refuses to Negotiate 
Any Terms

• Explore market alternatives
• If the software product is 1) truly the only alternative 

on the market; 2) low risk; and 3) mission critical –
consult with your internal business office.

• If the College or University decides the risk of violating 
Minn. Stat. 16A is outweighed by the business need for 
the product, there is a process for assuming this risk.

• This “side letter” process is a last resort and the 
Colleges and Universities should not use it frequently.
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What the Process May Look like (1)

Campus sends to System IT 
Security for review.

System IT Security reviews and determines 
low risk with regard to private data. Person 

with delegated authority on campus also 
determines low risk with regard to private 
data. Total Contract value is $7,500.00 and 

the software is “off the shelf” with no 
customization or integration into ISRS. 

Campus decides to use the 
Addendum because the three 

criterial are met.  Campus fills out 
Addendum and sends it to the 

vendor.

Vendor makes changes to the 
addendum

Campus sends proposed changes 
to Office of General Counsel for 

review.

Office of General Counsel 
approves vendors changes

Campus can proceed with 
signature process
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What the Process May Look like (2)

Campus sends to System IT 
Security for review.

System IT Security reviews and determines low 
risk with regard to private data. Person with 

delegated authority on campus also determines 
low risk with regard to private data. Total 

Contract value is $20,000.00.  The software will 
be customized for the campus. 

The three criteria for using the 
addendum are not met.  System 

legal review is required. 

Campus sends to system legal 
for review.

System legal negotiates terms 
with vendor and comes to 

agreement.

Campus can proceed with 
signature process.
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What the Process May Look like (3)

Campus sends to System IT 
Security for review.

System IT Security reviews and determines 
low risk with regard to private data. Person 
with delegated authority on campus also 

determines low risk with regard to private 
data. Total Contract value is $1,500.00.  The 

software is “off the shelf” and will not 
integrate with ISRS. 

Campus decides to use the 
Addendum because the three 
criterial are met.  Campus fills 
out Addendum and sends it to 

the vendor. 

Vendor agrees to sign the 
addendum as-is with no 

changes.

Campus can proceed with 
signature process.
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Office of General Counsel Contacts for Software

• Daniel McCabe, Assistant General Counsel
Daniel.McCabe@minnstate.edu

• Sarah McGee, Assistant General Counsel
Sarah.McGee@minnstate.edu

• Amanda Bohnhoff, Paralegal
Amanda.Bohnhoff@minnstate.edu

mailto:Daniel.McCabe@minnstate.edu
mailto:Sarah.McGee@minnstate.edu
mailto:Amanda.Bohnhoff@minnstate.edu
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Minnesota State Contact 
Information

Dan McCabe
Assistant General Counsel

daniel.mccabe@minnstate.edu
651-201-1833

Office of General Counsel
https://www.minnstate.edu/system/ogc/index.html

mailto:daniel.mccabe@minnstate.edu
https://www.minnstate.edu/system/ogc/index.html
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